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The Problem

A Routing Security Overview
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Routing Incidents are Increasing

In 2017 alone, 14,000 routing outages or attacks 1 such as hijacking, leaks,
and spoofing T led to a range of problems including stolen data, lost
revenue, reputational damage, and more.

About 40% of all network incidents are attacks, with the mean duration per
Incident lasting 19 hours.
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Routing Incidents Cause Real World Problems

Insecure routing is one of the most common paths for malicious threats.
Attacks can take anywhere from hours to months to even recognize.

Inadvertent errors can take entire countries offline, while attackers can
st eal an I ndividual s data or hol d an



The Basics: How Routing Works

There are ~60,000 networks (Autonomous Systems) across the Internet,
each using a unique Autonomous System Number (ASN) to identify itself
to other networks.

Routers use Border Gateway Protocol ( B
I nf or madtworkstlvey know how to reach.

Routers build a Arouting tableo and pi
packet, typically based on the shortest path.



The Honor System:
Routing Issues

Border Gateway Protocol (BGP) is

based entirely on trust between

networks

A No built-in validation that updates are
legitimate

A The chain of trust spans continents

A Lack of reliable resource data
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The Threats: What os Happer

Prefix/Route A network operator or attacker Packets are forwarded to the Stronger filtering

Hijacking Impersonates another network operator, wrong place, and can cause policies
pretending that a server or network is Denial of Service (DoS) attacks
their client. or traffic interception.

Route Leak A network operator with multiple Can be used for traffic Stronger filtering
upstream providers (often due to Inspection and reconnaissance. policies

accidental misconfiguration) announces
to one upstream provider that is has a
route to a destination through the other
upstream provider.

IP Address Someone creates IP packets with a false The root cause of reflection Source address
Spoofing source IP address to hide the identity of DDoS attacks validation

the sender or to impersonate another

computing system.



Prefix/Route Hijacking

Route hijacking,al so known as #ABGP
network operator or attacker (accidentally or deliberately)
impersonates another network operator or pretending that
a server or network is their client. This routes traffic to a
network operator, when another real route is available.

Example: The 2008 YouTube hijack; an attempt to block
YouTube through route hijacking led to much of the traffic
to YouTube being dropped around the world.

Fix: Strong filtering policies (adjacent networks should
strengthen their filtering policies to avoid accepting false
announcements).
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Route Leak

A route leak is a problem where a network operator with
multiple upstream providers accidentally announces to one
of its upstream providers that has a route to a destination
through the other upstream provider. This makes the
network an intermediary network between the two upstream
providers. With one sending traffic now through it to get to
the other.

Example: 2015, Malaysia Telecom and Level 3, a major
backbone provider. Mal aysi a
networks that it was capable of delivering traffic to
anywhere on the Internet. Once Level 3 decided the route
through Malaysia Telecom looked like the best option, it
diverted a huge amount of traffic to Malaysia Telecom.
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Fix: Strong filtering policies (adjacent
networks should strengthen their filtering
policies to avoid accepting
announcements that don@ make sense).
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IP Address Spoofing

IP address spoofing is used to hide the true identity of
the server or to impersonate another server. This
technique can be used to amplify an attack.

Example: DNS amplification attack. By sending
multiple spoofed requests to different DNS resolvers,
an attacker can prompt many responses from the DNS
resolver to be sent to a target, while only using one
system to attack.

Fix: Source address validation: systems for source
address validation can help tell if the end users and
customer networks have correct source IP addresses
(combined with filtering).
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Routing Incidents: July i August 2018

Global Routing Incidents: 536

BGP Leaks
29%

Possible Hijacks
71%

B BGP Leaks

m Possible Hijacks

Source: www.bgpstream.com
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Routing Incidents: July T August 2018

Possible Culprits from VN

Event type Origin AS AS Description Leaker AS AS Description
BGP Leak AS131178 KINGCORRHOpenNetlSP Cambodia, KH AS7552 VIETEASAPViettel Group, VN
BGP Leak AS4515 ERXSTAR PCCW IMSBIiz, HK AS7552 VIETEASAPViettel Group, VN

Source: www.bgpstream.com
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Routing Incidents: July T August 2018

Possible Victims from VN

Event type Expected A AS Description Detected AS AS Description

Possible HijacAS135916 NENPHONGFRSVNdescr No. 14,256 Bach \oq7/,68  ANGOLACABLES, AO
Dang,ChuongDuong,HoanKiem Hanoi, VN

Possible Culprits from VN

Event type Expected A AS Description Detected AS AS Description
Possible HijaclAS22822 LLNW- Limelight Networks,ASLL,__)903 CMCTELECOGMSVN CMC Telecom
Inc., US Infrastructure Company, VN

Possible HijaclAS26594 t | YLJ- 9y S NHK AS45899 VNPTASVN VNPT Corp, VN
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Source: www.bgpstream.com
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